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VERIFICATION METHOD 



PCT/GB99/03377 



The present invention relates to a verification method and in particular, but not 
exclusively, to a method of verifying products to ensure that they are genuine and not 
counterfeit. The invention also relates to a method of marking goods for verification 
5 purposes and to goods marked for verification purposes. 

The problem of counterfeiting is enormous and affects a wide range of goods including, 
for example, pharmaceuticals and spare parts for aircraft. Counterfeiting is not only bad 
for the producer of genuine goods, resulting in lost sales and possible damage to 
reputation and goodwill, but can also result in danger to the public if the counterfeit goods 
1 0 are not up to the quality of the genuine goods. For example, counterfeit pharmaceuticals 
may be ineffective or contain harmful substances and counterfeit aircraft parts may fail 
during use. 

The sophistication of counterfeiting methods is such that it is often difficult or impossible 
for the consumer, wholesaler, retailer, importer or distributor to tell whether the goods 
1 5 are genuine or counterfeit, and usually there is no way of verifying the authenticity of the 
goods. 

It is an object of the invention to provide a verification method and a method of marking 
goods for verification purposes that mitigates at least some of the aforesaid problems. 

According to the present invention there is provided a method of verifying the authenticity 
20 of goods, wherein: 

a set of public data and a security code are applied to the goods, said security code 
having been derived from said public data by means of a predetermined encryption 
algorithm; 

and. upon receiving a request for verification, the public data applied to the goods 
25 is entered into said predetermined encryption algorithm to generate a verification code, 
and said verification code is compared with the security code applied to the goods to 
assess the authenticity of goods. 
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The set of public data and the security code may be applied to the goods themselves or 
to packaging for the goods and the invention as defined by claim 1 is intended to include 
both of these possibilities. 

The method allows the authenticity of the goods to be verified very quickly and simply, 
5 for example by means of a telephone call to the verifier. Counterfeiting of the goods is 
made very difficult by the fact that each goods item carries a unique security code number. 
The security code can be applied to the goods by ordinary printing processes at minimal 
cost. The need for expensive security devices such as holograms is avoided. 

Advantageously, said security code is derived from said public data applied to the goods 
10 and private data held by the verifier and, upon receiving a request for verification, the 
public data applied to the goods and private data held by the verifier are entered into said 
predetermined encryption algorithm to generate a verification code, and said verification 
code is compared with the security code applied to the goods to assess the authenticity 
of goods. 

15 The verifier may be either the manufacturer or any other body authorised by the 
manufacturer and the term "verifier" as used in the claims is intended to include any such 
body. 

The private data may be related to public data, for example to batch number, so enabling 
the verifier to assign different sets of private data to different batches of products. Then, 
when a request for verification is received, the verifier can select the appropriate set of 
private data for the particular goods for which verification has been requested. 

The use of private data in addition to the public data applied to the goods increases the 
security of the encryption process, making it more difficult to counterfeit the goods. 

Advantageously, said private data includes a plurality of private data sets and, upon 
receiving a request for verification, each private data set is entered into said predetermined 
encryption algorithm together with the public data applied to the goods to generate a list 
of verification codes, and said list of verification codes is compared with the security code 
applied to the goods to assess the authenticity of goods. 
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Each set of private data may be unique for each goods item, enabling the item number to 
be identified. This can help the verifier to track the activities of counterfeiters. 

The public data may include a batch number and/or date information, for example the 
expiry date or the manufacturing date and time. 

5 The private data may include an item number, allowing the verifier to identify the goods 
item in question, or it may be a random or pseudo-random number. 

Advantageously, the public data and the private data is applied to the goods by means of 
a digital printing process and is incorporated into the design printed onto the goods. This 
makes it more difficult for the goods to be counterfeited using plate-based printing 
1 0 techniques. 

Advantageously, the public data and the private data is incorporated into the design 
printed onto the goods as reversed out characters, blends or tints. This makes it more 
difficult for the goods to be counterfeited using over-printing or over-coding techniques. 

According to a further aspect of the invention there is provided a method of marking 
1 5 goods to enable the authenticity of those goods to be verified, wherein a set of public data 
and a security code are applied to the goods, said security code having been derived from 
said public data by means of a predetermined encryption algorithm. 

According to a further aspect of the invention there are provided goods marked for 
verification purposes, each of said goods including a set of public data and a security code 
20 applied to the goods, said security code having been derived from said public data by 
means of a predetermined encryption algorithm. 

Embodiments of the invention will now be described by way of example with reference 
to the accompanying drawings, in which: 

Fig. 1 is a perspective view of a medicine packet that has been marked for verification 
25 purposes, 

Fig. 2 represents schematically a method of marking goods for verification purposes, and 
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Fig. 3 represents schematically a method of verifying the marked goods. 

An example of a product, in this case a medicine packet 2, that has been marked for 
verification purposes is shown in Fig. 1 . In the usual way, the packet has been marked by 
the manufacturer with information such as the expiry date 4, which in this case includes 
5 both the date and a time, and a lot or batch number . This information, which is printed 
on the packet in such a way that it can be read by the public, will be referred to hereinafter 
as the "public data" 8. This public data 8 may be either unique to each packet (for 
example, an item number may be included or the expiry date may include a time code 
based on the exact time of manufacture), or alternatively all packets manufactured in the 
10 same batch may carry identical public data. 

In addition, the packet carries a security code 10. The security code 10 is unique to that 
packet and every packet therefore carries a different security code. The provision of a 
unique security code provides a first obstacle to counterfeiting, since printing different 
codes on each pack demands adaptable printing techniques and the provision of identical 
15 security codes on any two packets will immediately indicate that the goods are not 
genuine. 

The usual method of marking packets with information that varies from pack to pack, or 
from batch to batch, is to stamp or print that variable information onto pre-printed packets 
in a separate printing process. This process is known as over-coding. This method can 
20 be copied relatively easily by counterfeiters. 

In the packet shown in Fig. 1, counterfeiting is made more difficult by using digital 
printing techniques to print both the design of the packet (including the product trade 
mark, any descriptive matter and any graphical elements) and the variable information in 
a single step. Many well known digital printing techniques may be employed, including 
25 for example the INDIGO (TM), XEIKON (TM) and SCITEX (TM) processes. The 
advantage of using a digital printing process is that because printing takes place under 
digital electronic control, the printed image can be varied for each individual packet and 
can be incorporated into the overall design of the pack. This cannot readily be achieved 
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with traditional plate-based printing processes, since a separate set of printing plates must 
be prepared for each different image. 

Preferably, the variable information including the public data and the security code is 
incorporated into the design in such a way that would affect as many plates of a 
5 conventional printing process as possible. For example, in the packet shown in Fig. 1 the 
security code number 1 0 has been positioned to overlap areas of two different background 
colours. Further, the variable information has been incorporated into the design as 
"reversed out" characters, i.e. characters produced by leaving the shapes of those 
characters imprinted against a background of solid colour so that the base material shows 
1 0 through. This helps to prevent that information being added in a subsequent over-coding 
process. The effect of this process is illustrated in Fig. 1. the variable information 8,10 
being shown as white characters on a coloured background. Alternatively, the characters 
may be printed as blends or tints, which are also difficult to reproduce using conventional 
printing processes. 

The security code 10 applied to each packet is derived directly from unique information 
associated with each pack by means of a secret encryption algorithm. The security code 
10 may be derived either from a combination of the public data 8 printed on the packet 
2 and private data held by the manufacturer or an authorised verifying organisation, or 
alternatively it may be derived solely from the public data, if that data is unique. The 
processes for deriving and verifying the security codes applied to the packets are 
described below with reference to Figs. 2 and 3. 

Fig. 2 illustrates schematically a process for deriving the security codes and applying them 
to the packets using a combination of the public data 8 printed on the packet 2 and private 
data 1 2 held by the manufacturer or an authorised verifying organisation. The public data 
25 8 consists for example of the batch number 6 and the expiry date 4. This data need not 
be unique. The private data 12 is not printed on the packet and is held either by the 
manufacturer or an authorised verifying organisation. The private data 12 is unique and 
may represent, for example, the item number of each packet in a given batch, or may be 
a random or pseudo-random number. 
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The security code 10 for each packet is derived automatically during the printing process 
by subjecting the private data 1 2 and the public data 8 to an encryption process 14, such 
as a one-way hash function or a merge digest, as described in Applied Cryptography, 
second edition by Bruce Schneier, page 30, section 2.4 "one-way hash functions" (John 
5 Wiley & Sons, Inc., 1996) ISBN 0471 117091. This generates a unique security code 10, 
which is printed onto the packet 2 together with the public data 8 by means of a digital 
printer 18. 

No record is kept of the security codes 10. However, a data record 20 is kept of the 
public data 8 and the associated private data 12 used in the encryption process. This data 
10 record 20 is supplied to the verifying authority, for example on a floppy disk or by 
electronic data transfer. 

The verification process is illustrated schematically in Fig. 3. The verifying authority, 
which may the manufacturer or an outside body authorised by the manufacturer, uses an 
identical encryption algorithm 1 4 to that used during printing and is supplied with the data 

1 5 record 20 of public data 8 and private data 1 2. When the verifying authority receives a 
request for verification, for example from a member of the public who has purchased the 
goods, the requester is asked to provide the public data 8 printed on the packet 2. This 
public data 8 is entered into the encryption algorithm 14 together with the private data 12 
associated with that public data 8, as retrieved from the data record 20. This generates 

20 a list 24 of possible verification codes and the private data associated with each of those 
codes. 

The requester is then asked to provide the security code 10 printed on the packet 2 and 
this code 10 is compared 26 with the list 24 of verification codes generated by the 
encryption algorithm 14. If that security code 10 matches a verification code on the list 
25 24. the authenticity of the goods is verified 28: if a match is not found, the authenticity of 
the goods is denied. 

The verifier may keep a log 30 of all requests for verification, which stores the public and 
private data for each item that has been verified. During the verification step, the log 30 
may be checked to see whether a request for verification has been received previously in 
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respect of that item. If so, verification may be denied since this suggests that the item has 
been copied. 

The log 30 may also contain other information 32, for example the date and time of the 
request and the identity and geographical location of the requester. If two requests for 
5 verification are made for the same item, it may be possible to discount any likelihood of 
the item being counterfeit, for example if the requests are made first by a retail pharmacist 
and subsequently by a customer of that pharmacist. 

A request for verification may be made by post, fax or telephone or electronically, for 
example by accessing a Web Site. 

As mentioned above, the security code 1 0 applied to each packet 2 may be derived solely 
from the public data 8 printed on the packet 2, if that data is unique. For example, the 
public data may include a unique item number, the exact production time or a random 
number in addition to the normal batch number 6 and expiry date information 4. The 
security code 10 is derived directly from this combination of unique and non-unique data 
and by means of the encryption algorithm 14. 

During the verification process, the requester provides the public data 8 printed on the 
pack and this is entered into the encryption algorithm by the verifier, thereby generating 
a verification code. The requester then provides the security code 1 0 printed on the pack 
and, if this matches the verification code generated by the verifier, the authenticity of the 
20 goods is confirmed. If the security code provided by the requester does not match the 
verification code, authenticity is denied. As in the process described above, a log may be 
kept of requests for verification and details of the requester. 

The verification process is not limited to pharmaceuticals or to goods sold in printed 
packs and is equally applicable to goods such as aircraft parts, on which the public data 
25 8 and the security code 1 0 may be marked directly, for example by stamping. In the case 
of goods sold in printed packs, the use of digital printing methods is not essential, 
although it is preferred as this provides certain additional advantages as discussed above. 
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It is not essential that the public data from which the security code is derived includes 
either the product batch number or date information. The public data may be entirely 
random or pseudo-random, or may be derived from the batch and item numbers, for 
example by means of a two-way algorithm. 

5 The public data and the security code can also be amalgamated into a single number 
according to a predetermined algorithm. In order to verify the authenticity of the goods, 
the requester only has to provide that number. The verifier can automatically separate the 
public data from the security code and then use the public data extracted from that number 
to generate a verification code, which can then be compared with the security code 

10 extracted from the number provided on the goods. Verification can thus be achieved in 
a single step. 
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Claims 

1 . A method of verifying the authenticity of goods, wherein: 

a set of public data and a security code are applied to the goods, said security code 
having been derived from said public data by means of a predetermined encryption 
5 algorithm; 

and, upon receiving a request for verification, the public data applied to the goods 
is entered into said predetermined encryption algorithm to generate a verification code, 
and said verification code is compared with the security code applied to the goods to 
assess the authenticity of goods. 

10 2. A method according to claim 1, wherein said security code is derived from said 
public data applied to the goods and private data held by the verifier and, upon receiving 
a request for verification, the public data applied to the goods and private data held by the 
verifier are entered into said predetermined encryption algorithm to generate a verification 
code, and said verification code is compared with the security code applied to the goods 

1 5 to assess the authenticity of goods. 

3. A method according to claim 2, wherein said private data includes a plurality of 
private data sets and, upon receiving a request for verification, each private data set is 
entered into said predetermined encryption algorithm together with the public data applied 
to the goods to generate a list of verification codes, and said list of verification codes is 

20 compared with the security code applied to the goods to assess the authenticity of goods. 

4. A method according to any one of the preceding claims, wherein the verifier 
maintains a log of requests for verification and, upon receiving a request for verification, 
compares the public data applied to the goods with the data held in the log to assess the 
authenticity of goods. 

25 5. A method according to any one of the preceding claims, wherein the public data 
includes a batch number. 
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6. A method according to any one of the preceding claims, wherein the public data 
includes date information. 

7. A method according to any one of the preceding claims, wherein the private data 
includes an item number. 

5 8. A method according to any one of the preceding claims, wherein said public data 
and said private data is applied to the goods by means of a digital printing process and is 
incorporated into the design printed onto the goods. 

9. A method according to claim 8, wherein said public data and said private data is 
incorporated into the design printed onto the goods as reversed out characters, blends or 

10 tints. 

10. A method marking goods to enable the authenticity of those goods to be verified, 
wherein a set of public data and a security code are applied to the goods, said security 
code having been derived from said public data by means of a predetermined encryption 
algorithm. 

15 11. A method according to claim 1 0, wherein the public data includes a batch number. 

12. A method according to claim 1 0 or claim 1 1 , wherein the public data includes date 
information. 

13. A method according to any one of claims 10 to 12, wherein said public data and 
said private data is applied to the goods by means of a digital printing process and is 

20 incorporated into the design printed onto the goods. 

14. A method according to any one of claims 10 to 13, wherein said public data and 
said private data is incorporated into the design printed onto the goods as reversed out 
characters, blends or tints. 

15. Goods marked for verification purposes, each of said goods including a set of 
25 public data and a security code applied to the goods, said security code having been 

derived from said public data by means of a predetermined encryption algorithm. 
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16. Goods according to claim 1 5, wherein the public data includes a batch number. 

17. Goods according to claim 15 or claim 16, wherein the public data includes date 
information. 

1 8. Goods according to any one of claims 1 5 to 1 7, wherein said public data and said 
5 private data is applied to the goods by means of a digital printing process and is 

incorporated into the design printed onto the goods. 

1 9. Goods according to any one of claims 1 5 to 1 8, wherein said public data and said 
private data is incorporated into the design printed onto the goods as reversed out 
characters, blends or tints. 
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